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Target Audience
e Red Team members

« Offsec Developers

Offensive Tool Development is a highly technical course. Every
aspect of the course will contain heavy coding in C/C++ for the
payload/modules and a handler/server for some tools in Python3.
The whole source code for all the above tools and techniques will
be provided to the candidates. All the tools mentioned above will
be walked through step by step during the course. This course is
highly recommended for people who do Red Teams or Penetration
Testing on a day-to-day basis but want to gain an extra advantage
by understanding the tools on a lower level and building your own
detection-free tools.

Requirements
* A laptop with 16GB RAM to support 2 VMs running at the same
time.

* Basic Understanding of operating system architecture
* Basic understanding of programming concepts

* Experience with or knowledge of pointers, addresses in C and
multi-threading/processing in Python3

« Strong will to learn and creative mindset.

What all do you get in the end

* 4 days of rigorous workshop

e Course PDF and content materials

« Source code for payloads and a python3 C2 built during the
workshop
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